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Introduction
A static to dynamic gateway VPN is a network-to-network Virtual Private 
Network that links a static gateway to a dynamic gateway. The static end of 
the connection sees the dynamic side as a mobile user, while the dynamic end 
of the connection sees the static side as a normal IKE VPN.

Note
Static to Dynamic Gateway VPN is only available on systems that support 
an IKE VPN.

Static Gateway
A static IP address is not negotiated by the system, that is, it is defined in 
Network Information and does not change. A static gateway system is a 
firewall with a static IP address assigned to the External Network. 

Dynamic Gateway
A dynamic IP address is negotiated by the system, so the IP address can, 
and will, change. A dynamic gateway system is a firewall with a dynamic IP 
address assigned to the External Network.

Use these instructions for systems using GNAT Box System Software version 
3.2.2 and higher.  
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Configure the Dynamic System
The dynamic system (the firewall with the dynamic IP address) must always 
initiate the VPN. 

The dynamic side of the connection sees the static gateway as a normal IKE 
VPN. To configure the dynamic system, create an IKE VPN object and a VPN 
Authorization, just as you would for any network-to-network VPN. 

Create VPN Object
In Objects -> VPN Objects, add a new IKE VPN object or modify an existing 
one to create an object that defines the connection to the static system.

VPN Objects
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VPN Object Fields

 Name  Enter a name to be used for the VPN object.

 Local gateway Select the External Network interface object or an IP 
Alias interface object.

 Local Network Enter the IP address/mask or select an object created 
for the selected internal network. If you use the default, 
Protected Networks, verify that the correct network is 
defined in the object. 

 Require Mobile 
 Authentication Disable. (Leave un-checked.)

 Force Mobile 
 Protocol  Enable. (Check.)

Phase I
When Force Mobile Protocol is enabled, 

these fields will be greyed out (uneditable).

Phase II

 Encryption  Select one of the available ESP methods; None, Null, 
 Method AES, Blowfish, Cast-128, DES, Twofish, 3DES, Strong.

 Hash Algorithm Select SHA-1, SHA-2 or MD5

 Key Group Select Diffie-Hellman Group 1, 2 or 5

Note
If you are not on the latest release of the GNAT Box System Software, 
your HASH and Encryption algorithms may be more limited. 

Create VPN Authorization 
In Authorization -> VPNs, add a new VPN authorization or modify an existing 
one that allows a connection to the static system.

Dynamic to Static VPN
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VPN Authorization Fields

 Use IKE protocol Yes. 

 Description Enter a description to be used for the VPN.

 VPN object Select the VPN object created in the previous step.

 Identity Enter the email address of the authorized person or 
organization that will access this VPN. 
(e.g.: support@gta.com)

Gateways

 Remote Gateway Enter the External IP address of the static system (the 
remote network).

Remote Network

 Object Select the object that defines the remote network (the 
static system), or select USE IP ADDRESS.

 IP Address If you selected USE IP ADDRESS, enter the IP address 
that defines the remote network (the static system).

Phase I

 Preshared secret Select ASCII or HEX, and then enter the preshared key, 
  which must be the same on both systems.

Remote Access Filters
Define Remote Access Filters to accept IKE and ESP connections. Below are 
example Remote Access Filters. 

1 Description: #DEFAULT: VPN: Allow ESP connections 
  (VPN to Static Gateway).
  Type:  Accept 
 Interface:  ANY 
 Protocol:  ESP 
  Source: 199.120.225.79
 Source Port: Blank
  Destination:  EXTERNAL
 Destination Port:  Blank
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2 Description: #DEFAULT: VPN: Allow access to IKE 
  (VPN to Static Gateway).
  Type:  Accept 
 Interface:  ANY 
 Protocol:  UDP 
 Source:  199.120.225.79
 Source Port:  500 or Blank
 Destination:  EXTERNAL
 Destination Port:  500

IP Pass Through Filters
Create IP Pass Through Filters in accordance with your corporate security 
policy. Below are example IP Pass Through Filters.

 Description: VPN, allow inbound (VPN to Static Gateway).
 Type:  Accept 
 Interface: EXTERNAL
 Protocol:  ALL
 Source:  192.168.71.0/24
 Source Port: Blank
 Destination:  Protected Networks
 Destination Port:  Blank

 Description: VPN, allow outbound (VPN to Static Gateway).
 Type:  Accept 
 Interface: PROTECTED
 Protocol:  ALL
 Source: Protected Networks 
 Source Port: Blank
 Destination:  192.168.71.0/24
 Destination Port:  Blank
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Configure the Static System
The static end of a VPN connection sees the dynamic side as a mobile user. 
To configure the static system, create a VPN object, then set up the dynamic 
system as a user, just as you would define any mobile client user. 

Note
Remember that in the static to dynamic gateway setup, the firewall with 
the dynamic External IP address must always initiate the VPN. 

Create VPN Object
Open Objects -> VPN Objects. 

You may either edit a default object directly, or select the default object and 
copy it using the Insert key or the Add (+) icon. The copy will retain all the 
settings of the default, but leave the name and description blank. 

Dynamic VPN Object
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VPN Object Fields (configured on the static system)

 Name  Enter a name for the VPN object.

 Description Enter a description of this dynamic system VPN object. 

 Local gateway Select the External Interface name or IP alias name.

 Local Network Enter the IP address/mask, or select an address object 
created for the selected internal network. If you choose 
to use the default Protected Networks address object, 
verify that the correct network is defined in the object.

 Require Mobile 
 Authentication Disable (Uncheck).

 Force Mobile  Disable (Uncheck). 
 Protocol Optional: Enable (check) Force Mobile Protocol. 
  This selection will set Phase I automatically. 

Phase I

 Mode Select Aggressive. 
(Main, Aggressive).

 Encryption  Select 3DES. 
 Method (AES, Blowfish, DES, 3DES, Strong).

 Hash Algorithm Select SHA-1.
(SHA-1, SHA-2, MD-5, All).

 Key Group Select Diffie-Hellman Group 2. 
(Any, Diffie-Hellman Group 1, 2, 5).

Phase II
See the previous table for more about encryption methods in Phase II.

 Encryption 
 Method Select ESP method.

 Hash Algorithm Select SHA-1, SHA-2 or MD5.

 Key Group Select Diffie-Hellman Group 1, 2 or 5.

Note
If you are not on the latest release of the GNAT Box System Software, 
your HASH and Encryption algorithms may be more limited. 
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Create User Authorization
Open Authorization -> Users. The Remote Network is the internal network 
IP address entered in the My Identity section of the GNAT Box VPN Client 
policy definition. The netmask should always be /32 or 255.255.255.255 
(specifying a single host). Enter the email address that you used in the My 
Identity section of the policy. Enter the policy definition preshared key. 

Dynamic Remote System User

User Authorization Fields (configured on the static system)

 Name Enter a name for the VPN user (system).

 Description Enter a description of the VPN user (system).

 Identity Enter an email address to identify the user (system).

 Password Leave blank.

 VPN Object Select the mobile VPN object previously created.

 Remote Network Enter the IP address of remote network.

 Preshared secret Preshared secret or key for the remote firewall.
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Remote Access Filters 
Define Remote Access Filters to accept IKE and ESP connections. Below are 
examples of Remote Access Filters for IKE and ESP.

1 Description #DEFAULT: VPN: Allow ESP connections 
  (VPN to Dynamic System).
 Type:  Accept 
 Interface:  ANY 
 Protocol:  ESP 
  Source:  Object <ANY_IP>
 Source Port: Port: 0 or Blank
  Destination:  EXTERNAL
 Destination Port:  Blank

2 Description #DEFAULT: VPN: Allow access to IKE 
  (VPN to Dynamic System).
 Type:  Accept 
 Interface:  ANY 
 Protocol:  UDP 
 Source:  ANY_IP
 Port:  500 or Blank
  Destination: EXTERNAL
 Port:  500

IP Pass Through Filters
Open IP Pass Through -> Filters. Create IP Pass Through Filters according 
to your corporate security policy. Below are examples of appropriate IP Pass 
Through Filters.

1 Description #DEFAULT: VPN, allow inbound 
  (VPN to Static Gateway).
 Type:  Accept 
 Interface:  EXTERNAL 
 Protocol:  ALL 
 Source:  192.168.1.0/24
 Source Port: Port: 0 or Blank
 Destination:  Protected Networks
 Destination Port:  Blank
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2 Description #DEFAULT: VPN, allow outbound 
  (VPN to Static Gateway).
 Type:  Accept 
 Interface: PROTECTED
 Protocol:  ALL 
 Source:  Protected Networks
 Port:  Blank
 Destination:  192.168.1.0/24
 Destination Port:  Blank
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